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breaches. The OPSEC prpgram, as defined in reference (a), is
designed to deal with these issues. Whereas traditional security
programs deal with only part of the information disclosure
program, the OPSEC program addresses the total problem, including
unclassified, but sensitive, information. Protective measures
duplicating those of traditional security programs, however, are
not the principal concern of OPSEC.

4. Policy. Because even simple, routine activities can involve
serious OPSEC weaknesses, OPSEC considerations need to be
integrated fully into all daily duties, as well as military
operations. This includes an awareness of command or supported
command, intentions, capabilities, and activities that might be
of potentlal interest to adversaries under various circumstances.
OPSEC is the responsibility of all hands. As such, adhere to the
following:

a. Make maximum use made of the Secure Telephone Unit III
(STU III) when discussing unclassified, yet sensitive,
information.

b. Shred hard copy unclassifiéd, but sensitive, information.

5. [Training

a. Train all newly reported pérsonnel concerning local OPSEC
threats and procedures within 60 days of reporting.

b. Conduct annual follow-on training for all personnel.

6. B Ql -Jo!o s

a. The Commanding Officer is responsible for ensuring that
training, planning and specific actions are undertaken which
enhance the essential secrecy of operatlonal elements, which if
otherwise revealed, could, deter the effectiveness of the command
or other supported units' accomplishing their mission.

b. Security Manager

(1) Prepare and review general OPSEC planning
instructions.

(2) 1Identify, in consultation with the Public Affairs
Officer (PAO), Essential Elements of Friendly Information which
may be considered for specific OPSEC application measures.
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(3) cConduct an ongoing OPSEC awareness program.

(4) Ensure the continuous viability of other supporting
security programs such as Information, Personnel, Physical and
Automated Information Systems Security.

c. Tra Officer. Sponsor and monitor accomplishment of
staff OPSEC training. ‘

7. Action This plan is effective upon receipt for planning and
operations in support of OPSEC. o

Distribution: (NAVENVIRHLTHCENINST 5215.2N)
List Vv (All staff Personnel)

List VI (NAVENPVENTMFDUS)

List VII (NAVDISVECTECOLCONCENS).

List VIII (NAVENVIRHLTHCEN DETs)
List IX (NAVDRUGLABS)
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b. Implement a continuing awareness campaign through annual
refresher training in OPSEC and counter terrorism, posters, Plan
of the Week notes, discussions of speciflc concerns, etc.

c. Provide individuals in key assignments additional OPSEC
planning skills, preceding and during the execution of sensitive
operations or support missions. Consider external resources
(i.e., Naval Criminal Investigative Service, Base Security, etc.)
to assist in this training.




